
Complex information computed into simple indicators for decision-making

Operatinga transmissiongrid impliesto checkaheadthat the proper functioningof the systemis unaffectedby any
plausiblecontingency. The prototype toolbox allows operators to identify potential network situations at risk in
future operation, i.e. definethe criteriaallowingto assessa networkstateasunsecure.
When an upcomingnetwork state is identified as at risk accordingto the computed security rules, the issueis to
determinewhich useful information shouldbe providedto the operator (e.g. in which situation should the operator
take action, and for what effect?). A syntheticrisk evaluationis therefore provided in terms of risk probability and
severity. Theefficiencyof preventiveand/or curativeactionsisalsoevaluatedto helpthe operatortakeaction.

Test results confirm the 
criticality of  forecast
uncertainties

This security assessmentapproachwas
successfully tested with cases of
overload on the French transmission
network. Theresultsobtainedshowthat
forecast uncertainty representation is
of the utmost importance, since from
apparently secure forecast network
states, it is possibleto obtain unsecure
situations that need to be tackled in
advanceby the systemoperator.

Tackling Load and Renewable Generation
Uncertainty in Network Operation: 

iTesla Security Assessment Tool

The iTeslaproject developeda tool able to cope with
such uncertainty in order to help the operator assess
network security in real time and easehis/her decision
making. Theprototype isdesignedfor networkoperation
from two-daysaheadto real time, and from singleTSO
levelto coordinatedregionalor panEuropeanlevel.

How to identify potential unsafe network situations in 
future operation?

When a forecast network state is identified as 
unsecure, which information should be passed to the 

operator for efficient action?

Define criteria (security rules) allowing to 
classify every potential network state as secure 
/ unsecure

Characterize the risk (probability, severity, etc) 
and evaluate efficiency of remedial actions

1

2

Securityassessmentisperformed:

V accordingto the probability and potential impact
of the various contingencies (risk-based
approach),

V taking into account the different sources of
uncertainties(loads,RenewableEnergySources),

V In real time (online), relying on prior (offline)
securityanalysistakingdynamicphenomenainto
account.

Thetool providesoperatorswith relevant evaluation
of curative remedial actions so as to keep the
systemin a securestate.

Thedeploymentof Renewable
EnergySources increasesthe
network forecast uncertainty,
making it more difficult to
acurately assess the grid
security levels during
operation.



Tesla wasa collaborativeR&Dproject co-fundedby the EC
7th Framework Programme. Coordinated by RTE, it
gathered 6 TSOs (Belgium, France, Greece, Norway,
Portugal and Great Britain), a coordination center
(CORESO)anda pool of 14 universitiesand R&Dproviders.
Theprojectwascompletedin March2016.

More informationat www.itesla-project.eu

6 TSOs 
+ 1 coordination center

8 industrials 6 Research centers

A probabilistic, risk-based approach of security assessment

21 partners

4 years of work (2012-2016)

19.4Mϵtotal budget

13.2Mϵsupport from the EU (FP7)

34peer-reviewed papers 

Partnership:

Thesecureintegrationof renewablegenerationinto modernpower systemsrequiresan appropriateassessment
of the securityof the systemin real-time. Theuncertaintyassociatedwith renewablepower makesit impossible
to tackle this problem via a brute-force approach,i.e. it is not possibleto run detailed online static or dynamic
simulationsfor all possiblesecurityproblemsandrealizationsof loadandrenewablepower.

A solution is to combineoffline (beforehand)and online (real-time) applicationsassessingdifferent phenomena
(steady-state violations, frequency stability, transient stability, voltage stability, small-signal stability) with
uncertainty. Thisallowsbridgingthe gapbetweenrisk-basedmethodsand traditional deterministicapproaches,
by introducingthe conceptsof probabilityandimpactassociatedto the contingenciesaswell asthe uncertaintyof
the energyconsumptionforecastandof the RESpowerproduction.

TheiTeslaproject developeda platform for onlinestaticanddynamicsecurityassessment. Thecomputationsare
performedwith two complementaryoffline and online workflows. Theoffline workflow buildssecurityrulesand
uncertaintymodelsfor usein the onlineworkflow. Online,the securityrulesareappliedto plausiblestateswithin
the uncertaintymarginof the forecastednetwork state, in order to identify the contingenciesfor which control
actionsareneeded,while limiting the numberof accuratenetworksimulationsto beperformedonline.

An ambitious European R&D project

iTesla philosophy and project

http://www.itesla-project.eu/


Offline workflow: security rules to characterize future network states

Theoffline workflow buildsa databaseof historicaland simulatednetwork states,from which securityrulesare
computed,which will serveto characterizefuture network situationsassecureor unsecure. Theprocessfollows
the triptych anticipate–analyze- classify:
Å Anticipate: relying on historical data only is insufficient to properly evaluate the safety of future network

situations, since rare events must be carefully taken into account. A large number of additional plausible
network states is therefore built (sampled), based on the historical data and introducing modeled
uncertaintiessuchasdemandor wind powerproduction.

Å Analyze: for each sampled network state, dynamic simulations are run in order to
analysethe impactof variouscontingencies(overloads,transientstability,etc.).

Å Classify: machinelearningalgorithmsare usedto compressthe hugeset of simulationsinto a set of security
rules (thresholdsvalues)discriminatingsecurefrom unsecurenetwork states. They will be used online to
classifyunseennetwork statesassafe/ unsafeagainsta specificcontingencyin a very fast way. Securityrules
areexpressedasDecisionTrees.

Online workflow: use security rules in real-time for decision making

Duringoperation,the network forecastsusedcontaina marginof uncertainty(loads,RES): iTeslaonlineworkflow
allowsto performa fastandaccuratesecurityassessmentwithin this marginof uncertainty.
Å Plausiblenetworkstatesaresampledwithin the marginof uncertaintyof the forecast,
Å The samplednetworkstatesarecheckedagainstthe securityrulescomputedoffline, andthen characterizedas

secure/unsecure,
Å For the potentially unsecurenetwork situations,a detailed securityassessmentis performed,with a limited

number of real-time simulationsrequired. If needed,curative remedialactionsare investigatedin order to
assistthe dispatcher.

In order to provide effective support to the operator, the iTesla toolbox combines an offline platform –
performing beforehandextensiveanalysison systemstates that are likely to occur- and an online platform
providingrealtime informationandrecommendationsto the operator.

iTesla platform architecture

A prerequisite: the Common 
Grid Model Exchange Standard

To implement such security
assessment method, the input
data used must include grid
element identifiers that are
unique and persistent acrossthe
datasets, both throughout time
and between forecast and real
values. The CommonGrid Model
Exchange Standard (CGMES),
makesit possible.

The iTesla platform



Build security rules to characterize future network states

Theoffline workflow buildsa databaseof historicaland simulatednetwork states,from which securityrulesare
computed,which will serveto characterizefuture network situationsassecureor unsecure. The information is
restituted in the form of a DecisionTree.

Step1: build a largepopulation of network statesthat are likely to occur.

Historicalmeasurementsfrom similarperiodsare usedto inform a model that generatesa very largenumber
of scenarios. Sophisticatedstatistical model are used to take accountof stochasticvariables,i.e. variables
beyond the operator’scontrol, such as demandand wind power production. The generatedscenariosare
consistentwith what hasbeen observedhistorically,but alsocapableof exploring marginal casesthat have
rarely occurredin the past.

Step2: analyzethe impact of eachcrediblecontingencyacrossall anticipatednetwork states

Staticanddynamicsimulationsareperformedto investigatethe impactof eachpotential contingencyon each
plausiblenetwork state. The impact of a contingencyon a pre-fault state is summarizedthrough post-fault
securityindices. Thisstep is very resourceintensivedue to the very largenumber of simulationsrequired (1
million simulationsarisewhenanalysing1000contingenciesacross1000network states). TheiTeslaplatform’s
excellentscalingcapabilityhasbeenverifiedin experimentsusingup to 10,000cores.

Step3: build securityrulessortingout secure/ unsecurenetwork states

Theresultsof millionsof simulationsarecompressedinto a setof securityrulesthat areusedonlineto classify
unseennetworkstatesassecureor unsecureagainstspecificcontingenciesin a veryfastway. A securityrule is
obtainedfor eachcontingencyandsecurityphenomenon(overloads,transientstability,etc.). Securityrulesare
expressedasDecisionTrees.

Diagram: 
Security rules are expressed as Decision Trees

Blue: proportion of secure network states

Pink: proportion of unsecure network states

Ą In view of the default consideredin N-1, the
networksituation in N is safeif Activepowerflow
in transmissionline A < 197.7 MW AND Active
powerflow in transmissionlineB> -723.44MW

Active power flow in transmission line A < 197.7 MW

Active power flow in transmission line B < -723.44 MW

YES NO

YES NO

The iTesla platform: offline workflow



Use security rules in real-time for decision making

Duringoperation,the network forecastsusedcontaina marginof uncertainty(loads,RES): iTeslaonlineworkflow
allowsto performa fastandaccuratesecurityassessmentwithin this marginof uncertainty.
A syntheticrisk evaluationis providedto the operator in terms of risk probability and severity. Theefficiencyof
preventiveand/or curativeactionsarealsoevaluatedto helpthe operatortakeaction.

Monte Carlo-Like Approach (MCLA)

MCLAreceivesas input the forecaststateswith an
associateduncertaintymodel computedoffline, the
list of contingenciesandthe securityrulescomputed
by the offline workflow. New plausible states are
computedonlineintroducingdifferent loadsandRES
valueswithin the uncertaintymarginof the forecast.
Eachnew sampledstate is then checkedagainstthe
security rules. The adopted sampling technique
limits the on-line computationburden and makesit
suitablefor online applications. Theoutput of MCLA
is the security assessmentof each evaluatedstate
with respectto the analysedcontingencies.

Remedial Action Identification

Curativeremedialactionsare investigatedfor all the
samplednetwork situationslabelledasunsecureby
MCLA (see above). Security-Constrained Optimal
PowerFlow(SC-OPF)techniquesare involvedin this
step, as well as a solver dedicated to topological
reconfiguration. Thanksto an innovative method,
this module is able to find, in a fast way, the
necessarycurativeremedialactionsto avoidcurrent
limits violation.

Network Simulation

Staticanddynamicsimulationsre-carriedout for the
cases that either are not solved by the control
module, or may exhibit stability problems. In this
case,securityisassessedbyapplyingthe indicesthat
were used to build the security rules. The
effectivenessof the control actionproposedcanalso
besimulated.

Graphical User Interfaces allow visualize 
the data on a map:

Å Security rules (Equipment affected by the
contingency; involved in the security rule;
networkdata)

Å Uncertainties: ForecastErrors (Injections and
error standard deviations); Correlations
(Selected variables and substations); PCA
(loadingsof variables)

Fuzzy Power Flow Approach (FPF)

The Fuzzy set theory is an alternative to the
probabilistic approach to deal with uncertainty:
insteadof samplinga number of network statesand
checkif they are secureor unsecure,the FuzzyPower
Flow Approach allows to model ‘atonce’some
equivalentempirical knowledgeby defining‘degrees
of truth’. The security indexes produced express
possibilitiesof boundaryviolation. FPFcan be run in
parallel to the mainstreamof the offline processand
helpvalidateits outputs.

Graphical representation of 
error standard deviation on active power values

The iTesla platform: online workflow



The use cases

TheiTeslaplatformwastestedon awidevarietyof usecases,with different networksanddifferent phenomena.
Themapbelow synthesizestheseusecaseswith mention of the nationalor transnationalnetworksinvolvedand
the phenomenastudied. Thetable next pagegivesmore detailson the type of tests performedwith theseuse
cases.

Tests and validation of the Platform

Overloads

Coverage of the use cases

Inter-area oscillations

Lossof synchronism

Voltage collapse



Conclusions

A full step-by-step validation of the offline and online moduleswas performed with the Frenchdata. The results
obtaineddemonstratedthe needto captureforecastuncertainty,sinceunsecureoperatingsituationscanarisefrom
apparentlysecureforecastnetwork states. Alternativerepresentationsof uncertaintybasedon FuzzySetTheorywere
also explored,and results show complementarinessbetween the fuzzy and the probabilistic forecast uncertainty
representations,that canbe exploitedfor staticcontingencyfiltering and improvethe computationalperformanceof
the platform.

Tests and validation of the Platform

Software validation

Thetablebelowdescribesthe typeof teststhat wereperformedwith the usecases.

Use case

Type of tests performed with the use cases

National 
network

Regional 
network

Dynamic 
simulation of 
events with
EUROSTAG

Dynamic 
simulation of 
events with
MODELICA 

Generation
of security

rules

Security 
assessment 

with 
uncertainties

Test of 
curative
Actions

France (Jan/Feb 2013) –Overload
in lines

X X X X

France (Jan/Feb 2013) –Modal 
oscillations

X X X

France (Jan/Feb 2013) –
Synchronismloss of Civauxnuclear 
power plant

X X X

France  (Jan/Feb 2013) –Voltage 
stability in South-Easternpart 
(Côte d’Azur)

X X X

Belgium (Jan/2015) –Synchronism 
loss of nuclear power plants

X X X

Europeat regional level (May/June 
2015): France + Belgium + 
Netherlands + Germany  Overload 
in Belgium-France tie lines 

X X X

Norway - Nordic44 synthetic 
model of the Norwegian grid
(matching real Nord pool data 
from April-July 2015)

X X X

Portugal (Dec/2009)–Dynamic 
simulation in Modelica

X X



Toolbox for the validation of very large power system models

TractebelEngineeringhas developed three tools to validate very large power system models. By using the
dynamicpower systemsimulationtool EUROSTAGthat incorporatesthe algorithmicadvancesfrom the PEGASE
project, exploiting High PerformanceComputing, and using automatic calculationsand result analysis,it is
possibleto validatepowersystemsaslargeasthe Europeaninterconnectedsystem:
Å The first tool is the standard equipment test tool: it performs a series of simulationsand provides an

automaticallygenerateddiagnosticthat allows the user to quickly detect and correct suspiciousdata and
models.

Å Thecalibration tool is usedto comparea set of simulationsand measurementsand calibrate the model to
obtainagoodmatchbetweensimulationsandmeasurements.

Å Thesensitivity tool determinesbasedon a mathematicalanalysisthoseparametersthat are likelyto havea big
impacton the simulationresults.

RaPId: a prototype tool to validate
power system models

The RaPIdtool prototype was developedby KTHSmarTSLab to
validate power systemmodels in Modelica language, by tuning
the model’sparametersso as to satisfya fitness criterion (error
minimization) between the simulation outputs and the
experimentalmeasurementsof the sameoutputs.

Working principle of RaPId

iPSL: a Modelica*-
compliant Library of
power system models

The iTesla Power SystemsLibrary
(iPSL) containsa setof powersystem
componentsfor phasortime domain
modelingandsimulation.
It includes numerous dynamic
modelsusedby TSOsStatnett, REN,
IPTO,Elia,and RTE. A large number
of models have gone through a
software-to-software functional
validation against the reference
tools typically found in the power
systemdomain suchas PSS/E,PSAT
or Eurostag.

Tools for the validation
of power system models

The Modelica language: Modelicahasbeen chosenand widely used in the iTeslaproject as it presentsmany
advantages: it is a standardizedmodelinglanguagefor cyber-physicalsystems,it requiresa formal mathematical
descriptionof models,and it separatesmodelsfrom the numericalsolverusedfor simulation,allowinggreater
flexibility, includingthe useof modelsfor purposesother thandynamicsimulations.

Modelica hasshown to be the most promisingalternative to define and exchangedynamicmodelsof power
system, as opposed to establishedpractices in power system community. Modelica is included in ENTSOE
interoperability tests2016.



The iTeslaconsortiumalso conductedresearchabout
defenceof power systemsagainstblackoutsin cases
where the onlinesecurityassessmentfails (e.g. due to
cascading),andhow the power systemsare safelyand
swiftly restoredif the defenceplanalsofailsto prevent
a blackout. In this sense,defenceplansandrestoration
proceduresprovide the safety nets under the iTesla
platform.

Defence plans

Coordination and harmonisation

AIAdevelopeda methodologyto identify weak-points
in the operating proceduresused in existingdefence
plans,focusingon voltagestability.
KU Leuven analysed several combinations of the
different Under FrequencyLoad Shedding settings
used by the TSOs,concluding that using the same
approachin the different zonesgivesbetter results.

Renewable and Distributed Generation

DTUstudied the integration of wind power in power
systemdefenceplansandproposedrecommendations
to mitigate the expectedlyincreasinguse by 2030 of
frequency containment reserves and frequency
restorationreserve.
Imperial College studied thermostatically controlled
loads (TCLs)such as refrigerators and electric space
heatersto supportfrequencystability in defenceplans.
Scenariosof frequency responsecontributions from
suchappliancesusingcontrollerswere simulatedwith
promisingresults.
KULeuvenandDTUanalysedthe impactof distributed
renewable generation on Under Frequency Load
Shedding (UFLS)in the distribution network, and
proposed new methods to perform “smarter”load
shedding.

Improvement of defence plans for the Pan-
European grid 

A methodologywasdevelopedfor the identificationof
weak points in pan-Europeandefence plans. Severe
contingencieswere simulated and the operational
rulescommonlyusedby TSOsto addressover-voltage
and under-voltage problemswere analysedto assess
their impact and effectivenessin the context of the
pan-Europeaninterconnectedsystem.

Restoration procedures

Hierarchicalcoordinatedrestoration

AIAproposeda methodologyto helpTSOsprepareand
evaluate restoration plans in a coordinated context.
Themethodologywas applied to a use caseinvolving
two countries,comparingthe effect of a coordinated
restorationplanandof two singleindividualTSOplans:
simulationsshowedthat load recoveredfaster in the
coordinatedplan.

Use of renewables to support power system
restoration

INESCPorto evaluatedthe benefits of includinglarge
wind parks in power system restoration processes.
Restorationscenarioswith and without large HVDC
connected wind power plant were compared. The
scenariowith wind park showeda fastest restoration
process- though in marginal proportion- and higher
control of frequencyvariation, as the rampingof the
wind parksguaranteesa smootherpower connection
anda highervoltagecontrol.

A tool to test and validaterestoration plans

TractebelEngineeringandAIAcoupledtheir respective
tools FASTDTS(dynamicdispatchertrainingsimulator)
and AGORA (automatic calculation of optimal
restoration plans). This coupling allowed to study
hierarchicalrestorationplansand analysecoordinated
versusstand-alonerestorationstrategies.

Methodologies and Tools 
for Defence and Restoration plans



Open Source release on GITHUB

A largepart of the iTeslaplatform wasreleasedOpenSourceunder the MozillaPublicLicenseVersion
2.0. and canbe found at https:// github.com/itesla. Therepository includesthe iTeslaPowerSystem
TooliPSTandthe iTeslaPowerSystemLibraryiPSL.

The ongoing European project GARPUR

The GARPURproject aims to designand evaluatenew power systemreliability management
approachandcriteria (RMAC)that optimallybalancereliability andcosts. Theproject examines
severalalternativesto proposenew criteria basedon a probabilisticapproach,anda particular
innovationis the comprehensiveapplicationof the sameprobabilisticapproachwithin the key

Moving forward

TheTSORTE,5 industrialsand 3 researchcentersfrom the iTeslaconsortiumcommitted to contribute to the Open
Sourceproject in the comingyears. A SteeringBoardmeetingwill be heldoncea yearandwill allow new partnersto
enter. The first meeting was held in June2016 to decideon a joint roadmapfor iPSTfurther developments(see
below),whichwill soonbemadepublic.

TheRaPIdtool for power systemmodelvalidationis availableat https://github.com/SmarTS-Lab/iTesla_RaPIdand is
maintainedby KTHSmarTS-Lab.

V Releaseof an import /export module for
dataunderGridModelExchangeStandard

V Reinforcement of iTesla Internal Data
Model (iIDM) as pivot format to connect
different tools

V Ensure that OpenModelica works for
smallpowersystems

V Reorganizethe dynamic database from
SQLto XML

V Keep the compatibility with the Open
SourceiTeslaPowerSystemLibrary(iPSL)

V Tutorials will be developed and the
handbookreorganized.

Data exchange

Dynamic 
simulations

Usability

activitiesof TSOsat different time scales: systemdevelopment,assetmanagementandpowersystemoperation.
A prototype QuantificationPlatformhasbeen developedto quantify the socio-economicimpactsof the new RMAC
selectedfor study. Pilot testsfor the newRMAChavebeenspecifiedandarenow underpreparation.

More informationon www.garpur-project.eu.

Coming Open Source developments Further
experimentations

By the end of 2016, RTEwill start an
experimentationof the iTeslaplatform at
its dispatch and control center of the
Provence Alpes Cotes d’AzurRegion,
basedin Marseille. The platform will be
used in near-real time to detect and
handlevoltagecollapses.

Starting 2017, the transnational
coordination center CORESOwill also
lead an experimentation using the
expectedCGMESfiles to be producedby
TSOsto analyse overloads and study
curativeactions.

https://github.com/itesla
https://github.com/SmarTS-Lab/iTesla_RaPId
http://www.garpur-project.eu/


Recommendations to ENTSO-E
for the deployment of the iTesla approach at European level

In collaborationwith the UMBRELLAresearchproject (www.e-umbrella.eu), the iTeslaconsortiumdesigneda set of
recommendationstowards ENTSO-E for the improved operation and coordination of transmissionnetworks at
Europeanlevel. It focuseson:

TSOsshould exchange stationary data of their
respectivesystemin CommonGridModel Exchange
Standard (CGMES)format as soon as possible.
Identifiers of network elements should be unique
and persistent acrossthe datasetsin order to be
able to perform an advancesecurity assessment.
Thiswill alsoallow to matchthe datawith additional
data setsautomatically(e.g. dynamicand economic
data).

TSOs should exchange dynamic data of their
respectivesystem to be able to run time domain
simulationson all or parts of the Europeansystem
for systematicsecurityassessmentfrom D-2 to close
to real time. In the short term, they should
exchangedynamic data using standard or “user
defined”models in the format they use for their
internal dynamic studies. On the long term, the
power systemcommunityshouldbe encouragedto
use the open source iTesla Power System
MODELICA®library to be able to run time domain
simulationson all or part of the Europeansystem
using Modelica language compliant simulation
engine.

TSOsshouldbe encouragedto developand include
commonrisk-basedcriteria for securityassessment
in their operationalplanningprocessand real-time
operation. Thesecriteriashouldincludedatarelated
to reliability and/or failure rates of equipment,
estimatedcost of energynot served,and improved
forecastson RES,loadandintra-daytrading.

TSOs are encouraged to pursue towards
harmonization of defence plans and restoration
procedures, and to integrate solutions for
coordinated power flow control of embedded
HVDCsto dampen inter-area oscillations, over-
frequencycontrol of RESgenerationand frequency
control of consumption to defend the frequency
stability, and use of PMU information for early
detection of voltage instability and use tools for
automatic tuning of out-of-step relays. The impact
of the distributed generation on the existing load
sheddingschemesshouldbe considered. Theuseof
automatically computed coordinated restoration
plansshouldbeconsidered.

TSOsshould further develop and harmonize their
processesregardingoperationalplanningand real-
time operation, incorporating the functionalities
from the researchprojects. Supportfrom legaland
regulatory side is needed to reach a European
optimum, and a strong cooperation among the
nationalregulationsauthoritiesisencouraged.

Exchange of dynamic data

Risk management 
including reliability criteria

Harmonised and coordinated 
defence and restoration plans

Amended operational security 
processes and tools

Moving forward

Exchange of stationary data

TSOsshouldexchangea list of contingenciesto be
simulated or the methodology to determine the
contingenciesas well as a catalogue of relevant
remedialactions. Harmonizationof the merit order
of remedialactionsisalsorequired.

Exchange of remedial actions

http://www.e-umbrella.eu/
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